DOWN DISTRICT COUNCIL

MOBILE TELEPHONE POLICY 

	Introduction

	1.1
	This document is intended to define in a clear and straightforward manner the conditions under which the Council’s mobile telephony resources may be used.
Failure to adhere to this policy will be considered to be a potentially serious disciplinary offence which could lead to dismissal.

	Purpose

	2.1
	Down District Council provides mobile telephones and services for exclusive use of its employees to assist staff in the performance of their duties and improve communications. 
It is the purpose of this policy to facilitate the effective management and administration of costs of business calls relating to the Council’s Mobile Telephone resources.
DDC wishes to encourage standards for acceptable use of Mobile Telephone resources in the conduct of its business to safeguard employees, protect Council assets and ensure compliance with appropriate legislation.

	Scope

	3.1
	This policy will be amended from time to time in response to changing circumstances as telecommunications develop and in response to operational and legislative requirements.

	3.2


	The Council will do its best to ensure that individual users are made aware of these changes when they occur.

	3.3


	The most current version of the policy will however always be available on the Council’s Intranet site and in paper form from the Human Resources Department. As a condition of use, it is the responsibility of users to ensure that they keep up-to-date with the latest requirements of the policy.

	User Awareness

	4.1
	All users of mobile telephones will be required to sign the mobile telephone policy acceptance form and return it to the IT Department before access to mobile telephone resources is granted.

	4.2
	While Council mobile telephone resources should be used for business purposes, personal calls can be made by use of a separate line. 
As such, your mobile has been equipped with two separate lines:-

Line 1 should be used for all business related calls and no personal outgoing calls are permitted on this line.  A business call is a call made by an employee in the course of and in relation to his/her duties and responsibilities as an employee of Down District Council. 
A second line (Line 2) has been installed on your mobile telephone which is specifically for personal use.

The use of text services offered with mobile telephones has the same rules applied as for the use of voice calls.

	4.3
	Call charges for Line 1 and the monthly line rental will continue to be paid for by the Council in the normal manner.

	4.4
	Line 2 can be installed free of charge on your mobile specifically for personal use.
Your mobile number for Line 2 will remain personal.

There are no line rental costs associated with Line 2.

	4.5
	Liability for Line 2 will remain with the user and call charges in respect of this will be forwarded by the service provider to the address, as provided by each user to Orange, for payment.
A list of Orange tariffs is available on the Council’s Intranet site and in paper form from the Human Resources Department.
In the case of non-payment of call charges, Line 2 will be disconnected by the Service Provider after 30 days.

Those users who do not wish to avail of the Line 2 option will not be permitted to make any personal calls from Line 1.

	Responsibilities of Users

	5.1
	Staff are required to take good care of the mobile phone and take all reasonable precautions to ensure that the device is not damaged, lost or stolen.
Employees are required to keep mobile telephones clean, and in serviceable condition to the best of their ability, and report all irregularities immediately to the IT Department.

There are a number of built in protection mechanisms that the user will need to consider during the day-to-day operational use of the mobile telephone:

a. Activate the keypad lock;

b. A PIN code should be used to lock the telephone so that if the telephone is subsequently stolen or lost a PIN code must be used to unlock.

Mobile telephones must not be left in unattended vehicles.

In the event that the device is stolen or lost, staff will be expected to report the theft/loss  to Orange Customer Services within 24 hours of discovery of the occurrence at 07973 100158 (from the UK) or +44 7973 100158 (from outside the UK). Ask for a complete block to be placed on the phone to ensure that it cannot be used.

Additionally, staff will be expected to contact the Police Service of Northern Ireland within 24 hours of discovery of the occurrence and report the incident. Ensure that you receive an incident reference number from the police.

They should also inform their manager and the IT Department and provide details of:-

The date of the theft or when the phone was lost

The Police station to which it was reported and the incident number
The IT Department will organise for a replacement handset and SIM card.

On the first working day after the incident compile a detailed report on the circumstances surrounding the loss/theft and send a copy to your Director and IT Department.

	5.2
	Mobile phones in need of repair should be returned to the IT department who will return them to the supplier for repair or replacement. It should be noted that manufacturers’ warranties do not normally cover damage caused by misuse or neglect.
Where:

a.
a specific event in a policy is contravened with financial cost to DDC (e.g. knowing a mobile phone has been stolen, failing to report it and this results in calls being made from it) or

b.
if a repeat event occurs (e.g. loss or damage a second time to a mobile phone)

and it is agreed that carelessness or negligence on the part of the employee caused the loss or misuse, the Council reserves the right to pass the costs on to the employee.

	5.3
	Mobile phone usage should be able to withstand public scrutiny and/or disclosure. 
DDC staff should not use mobile telephones in a way that could defame, harass, abuse or offend individuals or organisations.

	Mobile phone use whilst driving

	6.1
	All mobile phone users should refer to the “Mobile phone use whilst driving at work Code of Practice” for guidelines on the use of mobile phones whilst driving.
This code of practice will be amended from time to time in response to changing circumstances and operational and legislative requirements.
The most current version of the document will however always be available on the Council’s Intranet site and in paper form from the Human Resources Department. As a condition of use, it is the responsibility of users to ensure that they keep up-to-date with the latest requirements of the document.

	6.2
	Members of staff should be aware of the possible health risks associated with the excessive use of mobile telephones.  Use of any mobile phone should be kept to the minimum and landlines used where possible.

	Monitoring

	7.1
	You should be aware that the Council receives fully itemised records for all mobile telephones. The Council recognises the employees’ general rights of privacy, but the Council reserves the right to monitor use of the business line (line 1) where:-
It is reasonably justified and/or there are legitimate reasons for doing so.

	7.2
	Where the council has concerns, this matter will be referred to the relevant Director.

	Procurement

	8.1
	The Council is part of the mobile GTM contract which allows us preferential rates with Orange. To access these contracts all mobiles must be purchased through the IT Department.

	8.2
	To order an additional mobile telephone, written confirmation must be provided by the appropriate Budget Holder, together with full cost centre codes that any hardware charges are to be paid from.

	If at any stage there are any issues within the policy which are perceived by any party as conflicting with their rights, that party should bring these to the attention of the Director of Corporate Services or raise a grievance through the Grievance Procedure.
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